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Live Stream

Random numbers are essential in computing, from cryptographic securi-
ty to Al training. While pseudo-random generation algorithms suffice for
many tasks, true randomness — harnessed from chaotic physical systems
like quantum or atmospheric noise — offers unpredictability beyond algo-
rithmic simulation. Live Stream is an artwork functioning simultaneously
as a random number generator, using a live webcam feed of Switzerland’s
Rhine Falls to produce numbers for (speculative) cryptographic use. The
work seeks to situate the discourse of computational complexity within an
aesthetic framework through the motif of the Rhine, which emerges as both
natural spectacle and computational resource. Inspired by the Lavarand,
a random number generator of the internet security company Cloudflare,
and taking advantage of the chaotic properties exhibited by the waterfall,
the work extracts visual and audio data from the webcam feed, generating
seeds with greater unpredictability than pseudo-RNGs alone. In the process,
the Rhine is turned from an object of touristic contemplation in the webcam
feed to a computational problem.
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Fig. 1. Lavarand in the Cloudflare
offices in San Francisco, California
(Photo: Martin J. Levy).
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Introduction

Random numbers play a crucial part of computational processes
from the generation of secure cryptographic keys to the random initial-
ising of weights during the training of an Al network. While the genera-
tion of random numbers with a sufficient level of unpredictability using
deterministic pseudo-random number generator (PRNG) is suitable for
many purposes, increasingly true random number generators (TRNG),
which make use of the latent entropy in chaotic physical processes like
atmospheric noise' or radioactive decay,” are used to generate random
numbers that are practically impossible to predict using an algorithm.

This distinction is particularly salient in the area of cryptography,
which is involved in the study of securing communication across net-
works (Rivest 1990). The security of the world’s internet traffic relies to a
large extent on the ability to generate cryptographic keys with a degree
of unpredictability high enough to make them difficult if not practical-
ly impossible to guess. In such cases, a PRNG is often initialised with a
truly random seed in order to quickly and efficiently produce a random
key. In the San Francisco offices of the internet security firm CloudFlare
there is a wall of lava lamps filmed 24 hours a day in order to provide
cryptographic keys for some 20% of the world’s internet traffic (Fig. 1).
Known as the Lavarand, the idea is based on an original patent by the
US company Silicon Graphics in 1998 (Noll et al. 1998). Whenever a
key is required, the CloudFlare systems translate a frame from the live
feed into a numeric value that is then fed as a seed into a PRNG, gen-
erating the key (Liebow-Feeser 2017). Due to the highly chaotic move-
ment of the liquid in the lamps, as well as the atmospheric and lighting
conditions that eventually become rendered as pixels in the image, the
seeds are extremely difficult to predict. The images, despite their use of
brightly coloured objects made for human entertainment, are made to
be purely operational for the computational process of pseudo-random
number generation.

1. https://www.random.org/
2. https://www.fourmilab.ch/hotbits/
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Fig. 2. Screenshot of Live Stream.
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Live Stream

Live Stream is an artwork posing as a random number generator
based on this same principle of using a live image depicting a chaotic
physical process as a source image to generate truly random seeds for a
generation algorithm. Instead of a wall of lava lamps, however, the work
makes use of a live webcam feed of the Rhine Falls in Schaffhausen,
Switzerland, which is provided by the Schaffhausen Tourism Board and
streams 24-hours a day to YouTube.? As an artwork, it seeks primarily to
situate the discourse of computational complexity within an aesthetic
framework through the motif of the Rhine, which has been a subject of
painterly and poetic representation since at least the medieval period.

The work, which itself takes the form of a live stream on a local com-
puter or via a web-based service such as Twitch.tv, is built using Touch-
Designer and uses a custom coded blob detection algorithm to track
visual elements in the live image (e.g. the movement of water in the wa-
terfall, tourists along the bank, birds, trees and other dynamic elements,
as well as the movement of the camera itself). The bottom left coordi-
nates of the bounding boxes that are drawn around these elements are
summed together and divided by the sum of the audio channel values.
This provides a constantly changing truly random value that is fed as
a seed into a PRNG, which is then printed to the screen. The work is
programmed to generate a new pseudo-random number every second,
presented as a cascading list on the left-hand side of the frame. A screen
recording of the work may be seen in Fig. 2.

It is worth noting that while the proposed workflow for extracting data
from the live image does produce a truly random seed, the sequence of
random numbers produced through this process are not suitable nor
intended as true cryptographic keys. The randomness of the seeds pro-
duced has not been measured using a standardised randomness test.

3. https:/www.youtube.com/watch?v=UCgLr29bx08
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Themes

Chaos and Randomness in Physical
and Computational Systems

The generation of pseudo-random numbers with a high degree of
unpredictability using deterministic algorithms, independent of their
use as cryptographic keys, is a notoriously difficult problem in compu-
tation that predates the invention of digital computers by several cen-
turies (L’Ecuyer 2017). It is precisely the deterministic nature of algo-
rithms that precludes their ability to be truly random: provided with a
given initial state, the numbers can invariably be guessed given enough
computational time and memory. Recent algorithms, such as the wide-
ly-used Mersenne Twister (Matsumoto and Nishimura 1998) are capable
of producing pseudo-random numbers quickly and with a high degree
of unpredictability, but may still not be suitable for certain purposes.

While “randomness” is often used in computation to describe a lack
of predictability, the corresponding category of “chaos” in the physi-
cal and complex sciences describes systems that may produce wide-
ly varying results with only small differences in their initial starting
conditions (Lorenz 1995). This makes the dynamics of such physical
systems, examples of which include the three-body problem in classi-
cal mechanics (Barrow-Green 2008) or Lorenz systems in atmospheric
physics (Lorenz 1963), extremely difficult to predict and therefore high-
ly suitable for providing the kinds of randomness required for TRNGs.
Indeed, it is the practical unpredictability of the behaviour of chaotic
systems using computational systems that can be harnessed to gener-
ate random numbers that are themselves practically unpredictable for
other computational systems. Nevertheless, complex systems exhibiting
chaotic behaviour still tend to produce recognizable patterns - such as
tornadoes, flocks of birds, or fractal geometry—with time, belying their
status as truly random (Lorenz 1995). Just like the Lavarand by which it
is inspired, Live Stream seeks to bring these two notions of predictability
and complexity into direct confrontation with one another through the
use of a chaotic physical system (a waterfall) as a computational system.

The Rhine Falls

The Rhine Falls has been chosen as a motif not only for practical rea-
sons (i.e. the existence of a live webcam feed) but moreover for its sig-
nificance in the history of art. Depictions and descriptions of the water-
fall date back to Dutch landscape painter Joachim Patanir’s The Baptism
of Christ (Fig. 3), and can be found later in paintings by Turner (Fig. 4)
and de Loutherbourg (Fig. 5), as well as in Goethe’s Faust. Through this
history of painterly and poetic representation can be traced a parallel
history of the transformation of the Rhine Falls from a site of religious
rite to one testifying to the turbulent and overwhelming force of nature.

For Heidegger, the Rhine constitutes an important object of thought
in the essay The question concerning technology (1954), in which it is em-
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Fig. 3. The Baptism of Christ, Jaochim
Patanir, 1515 (Source: Wikimedia
commons).

Fig. 4. Fall of the Rhine at Schaffhausen,
J.M.W. Turner, 1806 (Source: Wikimedia
commons).

Fig. 5. The Falls of the Rhine at
Schaffhausen, Phillip James de
Loutherbourg, 1788 (Source: Wikimedia
commons).
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ployed as an example of Gestell, a particular framing of the world through
modern technology that renders it in terms of its potential to be used
or put to work. In the essay, Heidegger describes the Rhine through the
technological framing of the water mill as being rendered as a “deliver-
er of water pressure” (1954, 83), and as such consequentially different
to “The Rhine” as an object of aesthetic contemplation in Hoélderlin’s
poem of the same name. Live Stream, by contrast, renders the Rhine as
a computational process, whose complexity is too great to be simulated
using the CPU resources of a digital computer. Interpreted in terms of
Gestell, the Rhine is transformed here further from its potential to de-
liver water pressure to its potential to deliver complexity.

Liveness and Realtime

The presentation of the work as a live stream sets up a direct con-
frontation between “liveness” of the webcam image and the “realtime”
of the computational process. Much has been written both about the or-
igins of “liveness” as a mediatheoretical concept (e.g. Auslander 2012),
as well as the construction of realtime within technical systems (e.g.
Ernst 2013; Stiegler 2018) and the relationship more generally between
computation and the category of the “real” (e.g. Kramer 1998). As tem-
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poral abstractions, both “live” and “realtime” share a common horizon
of simultaneity with the “real” world, but differ greatly in their methods
of technical mediation and the ways in which time is inscribed in their
respective media. While the “liveness” of the webcam image relies on
the transmission of visual and audio data that corresponds to the way
in which human sensory perception and time consciousness registers
a scene, the “realtime” computational processes involved in reading
the image and output on the screen rely on calculations occurring well
below the threshold of human perception (Hansen 2014), resulting in a
corresponding stream of data that is difficult if not possible for humans
to parse.
This tension is played out within the frame, where the computer (in
this case, the program TouchDesigner) reads the live image in real-
time. In the process, a number of new elements are added to the image
— bounding boxes, coordinates, an audio wave, a cascade of random
numbers — that break up its integrity and introduce a new temporal
logic that replaces transmission time with computational time. While
the former aims at overcoming the time and space between sender and
receiver, the latter aims at overcoming the complexity of the signal using
computational resources.

A screen recording of work can be viewed at:
https://vimeo.com/1132905114/547e4f15ff

When active, the work can be viewed as a live stream via Twitch.tv
at the following link: https:/www.twitch.tv/alex walmsley
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